Quantum key distribution overcoming extreme noise:

simultaneous subspace coding using high-dimensional entanglement
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QKD challenge: Low key rate and the high susceptibility to noise.

Is using high dimensional (HD) protocols a solution?

* More information per photon

* Better noise resistance

* Theoretical HD QKD studies suggest better rates and noise
resistance

Why aren’t we using HD QKD protocols in practice?

* Noise increases with dimension

* Noise differs for different experimental platforms (which one is the
best one for existing protocols?)

* Noise in HD protocols comes with larger error correction overhead

Inspired by recent HD entanglement distribution noise resistance

study [1] we show that extremely noisy entanglement can be indeed

used for QKD in practice, beating qubit protocols in practical

implementations!
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Simultaneous subspace coding QKD protocol

General idea: Use a d X d dimensional entangled quantum system to
perform multiple instances of a QKD protocol simultaneously in non-
overlapping subspaces of size k.

Protocol:

1. Untrusted source distributes p,p (ideally maximally entangled)

2. Two types of measurement:

A; Alice’s computational basis measurement

A, Alice’s subspace MUB measurement

B Bob’s computational basis measurement

B, Bob’s subspace MUB measurement

d=9 k=3
Alice Al Al A2 Al Al A2 A2
X 0 — 5 1 7 4 —
X' 0 — 2 — 1 1 —
Keep? v X v x v v X
y' 2 — 2 — 1 0 —
y 2 — 5 7 7 3 —
Bob Bl B2 B2 Bl Bl B2 Bl
Subspace (m) 0 — 1 — 2 1 —

3. Keys are post-processed (parameter estimation + error correction +
privacy amplification) in each subspace simultaneously
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Key rate and white noise \

For each subspace m, we lower bound Devetak-Winter rate [2]:
Km 2 H(XmlET) o H(Xmlym)-
Total key rate is given by

Kror = z P(M =m)Ky,.
m
We lower bound H (X;,|E7) by min-entropy H,in (X, |E7), and
W + J(k - 1(1 - w™m)
k )

Hmin(XmlET) = —1082

where
k—1
Wm = z P(ii|22,m).
i=0
The error correction overhead H(X,,|Y;,) can be estimated directly
from measurement data.
If we apply this to the isotropic state with visibility v,

Kiso d,v,k > vd+k—vk lo k
TOT( ) ( d ) 52 (\/vd+1—v+(k—1)\/T—v)2

+(Y 21 )og, (vd + 1 — v) + LI 60, (1 — v).
Important facts:
1. For d even and k = 2, critical visibility is v > ————, thus for any

fixed visibility, there is large enough d, for which we can obtain
positive key rate.

2. The above information is misleading, because v is a
function of dimension d which depends on the actual
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a) Source produces entangled photons according to Poisson
distribution with mean A photons per second,;

b) With probability P, each photon gets lost,

c) Detectors receive mean v environmental photons per second,;

d) Detectors have u dark counts per second and efficiency P..

Time-bin encoding .

(a) . Entanglement source

Setup: Source produces a state of two entangled photons, with two
degrees of freedom: the time of arrival t of the photon at the respective
labs of Alice and Bob and their polarization. The time of can be
discretized by considering time bins of size t;, and setting a time frame F
outside of which a photon is 'lost”. Taking F to be a multiple of t, we

have effectively a discrete system of dimension d = ti
b
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Noise-to-signal ratio Is the average number of non-entangled photons
that arrive in the lab (including singles and taking into account detector
iInefficiencies) divided by the overall average number of clicks per
second, assuming that these quantities are the same for both

parties.
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Spatial encoding "

Entanglement source (a)

=/

Environmental
photons (c)

- -"“Losses (b)” -~

Bob
7, N Alice

Detectors (d)

Setup: Source produces states entangled in infinite dimensional spatial
degree of freedom (e.g. angular momentum). This is projected down to d
modes on each side. Notable difference to time-bin encoding Is that
each party now requires d detectors. For values of d above certain
threshold dark counts become the dominant source of noise.
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Parameters used: P, = 60%; P; = 98,4%; u = 300;v = 2000;
A =40000; At = 1077s
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