Independed security analysis of a commercial quantum
random number generator
Quantis from ID Quantique
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Output stream statistical test

TABLE 1. Output stream statistics. Each sequence length N = 1 Gibit (= 2" bit).

N(z, =0) N(z, =1) N(=1)-N(=0) N(zn, @ xnt1 =0) N(zp B zps1 =1) N(o=1)-NS=0)

Quantis s/n

N(=1)+N(=0) N(@=1)+N(®=0)
0701100A210 536867999 536873825 5.4 x 107 536828388 536913435 7.9 % 107°
0701108A210 536869215 536872609 3.2 x 10~ 536839365 536902458 5.9 x 107°
0701132A210 536892157 536849667 —4.0 x 107> 536666863 537074960 3.8 x 107*
1304527A210 536882563 536859261 —2.2 x 107° 536787990 536953833 1.5x 1074
1304609A210 536873035 536868789 —4.0 x 10~° 536698339 537043484 3.2x 107*
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We infer that statistical deviation "flip" and "hold"

probalities is due to APD efficiency mismatch (~8.8 %).

Conclusions

We show that > 99% of Quantis output data originates in
physically random processes: random timing of photon
absorption in semiconductor material, and random growth
of avalanche owing to impact ionisation. We found minor
non random contributions from imperfecton in detector
electronics and internal processin algorithm. Howewer all

these effects stay well below specified by ID Quantique 1%.

Our full results are available in arXiv:2004.04996
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