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Abstract Low-resource Verifier Protocol
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In this work, we propose two identification protocols based on quantum PUFs 7Py & g0 165)
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* In the first protocol, the low-resource party wishes to prove its identity to the {b =0 [¢7) =1, ™) Eve #0)

high-resource party and in the second protocol, it is vice versa.
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* Unlike existing identification protocols based on Quantum Read-out PUFs 01— 2T < SWAP <—
which rely on the security against a specific family of attacks, our protocols
provide provable exponential security against any Quantum Polynomial-Time Features:
: .. : * Almost classical verifier (no quantum computation ability is required)
adversary with resource-efficient parties. . i .
. . . * Classical verification algorithm
* We provide a comprehensive comparison between the two proposed « Exponential security against collective and coherent attacks
protocols in terms of resources such as quantum memory and computing * One-way quantum communication
ability required in both parties as well as the communication overhead. * The quantum memory requirement can be reduced
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resource party by running a purely classical verification algorithm. This is
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achieved by delegating quantum operations to the high-resource party and Comparison and simulation
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e Almost-classical prover (no quantum computing ability required)
e Flexible quantum verification (Using SWAP or GSWAP)

* Exponential security against collective and coherent attacks

* Two-way quantum communication
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