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Bitcoin Backbone Protocol

•All honest parties and adversaries are classical;

• t adversaries, n− t honest parties – honest majority assumption;

• In a single round, in order to break a PoW, each party (honest or adversary) has q queries
to H

•H is modelled as a Classical Random Oracle;

•PoW - Party convinces others he invested effort for solving a task:
Find witness y such that H(x, y) < D, where x - hash of the last block.

Post-Quantum Backbone

•Adversary is quantum;

•He is allowed to query H in superposition:

|y1〉 + · · · |yn〉 ⊗ |0〉
OH→ |y1〉 |H(y1)〉 + · · · + |yn〉 |H(yn)〉

•We model the adversary as a single quantum adversary with N total queries, joint com-
putational effort of the parties under his control

Our Results

Security against Quantum Adversaries holds by bounding:
Quantum adversarial hashing power relative to honest classical hashing power

1. Quantum queries so that each quantum query is worth O(p−1/2) classical ones

2. Wait time for safe settlement is expanded by a factor of O(p−1/6)

where p = probability of success of a single classical query

Underlying Abstract Problem

•Quantum Adversary tries to produce a chain longer than honest chain;

•Translates to a search problem where output is a chain of hashes (output of one hash is
fed as input to next hash).

Sequential Measurements Strategy (SMS)

for Bag-of-PoWs

Adversary that givenN queries solves Bag-of-PoWs in a sequential way (following an order).
Number of queries Ki spent for each oracle hi satisfy:

1.
∑N
i=1Ki = N

2. Choice of Ki depends only on:

(a) Number of left queries N − (K1 + · · · + Ki−1)

(b) Previous searches outcomes [w1, · · · , wi−1] - wi indicates if a PoW was solved using i-
th oracle

• SMS are optimal for Bag-of-PoWs

•For the most general SMS adversaries, variables are dependent:

•⇒ To bound number of adversarial PoWs using the maximal expectation value we need
to use an alternative concentration theorem.

Bag-of-PoWs

Simplified problem asking for maximum cardinality of “independent” PoWs given fixed
number N of queries and success probability δ

Different blocks are neither sequential nor chained (they are independent)
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