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Abstract
Offering entropy derived from quantum mechanical principles, QRNGs are promising candidates to produce cryptographically secure random numbers.
However, prices and form factors must come down, if this technology is to feed mobile or IoT devices in the future. We present a step in this direction by
realizing a QRNG in the polymer-based photonic integration platform PolyBoard.
Post-Processing

Introduction
Quantum Random Number Generators (QRNG) are a well-studied quantum resource for
information and communication technologies. The inherent randomness in quantum
mechanical processes is used to generate true randomness, which is considered
impossible in classical physics.
Photonic integration is a necessary step to minimize cost and form factors for better
integration in consumer devices. In our project the QRNG is realized on a polymer
platform (PolyBoard).
The QRNG uses the random output path of a photon impinging on a beamsplitter as an
entropy source. A pulsed laser will create photon pulses with MHz repetition rate, which
are attenuated to near single photon level using static and adjustable attenuators on the
polymer board.

Practical implementations of Quantum Random Number
Generators are subject to noise which is not fully controllable.
This makes it necessary to process the output of the QRNG via a
randomness extractor. We employed Toeplitz hashing as an
extractor. To specify the Toeplitz matrix we need an upper bound
on the min-entropy of our process[1]. With our currently
estimated min-entropy and setup adjustments we extract
440kbit/s of random bits.

The input string times the Toeplitz matrix (constructed from a
random, potentially public, seed) gives the extracted output.[2]

QRNG Demonstration Setup
The QRNG setup consists of a pulsed 850 nm laser, which is attenuated to optimize
the pulse for single photon splitting. A 1:4 beamsplitter generates 2 bits of
randomness per incoming photon.
After detecting the single photons via 4 SPADs, the measurement data is sent to a
TTM (time tagging module) which processes the data according to detected
channel and detected time. The TTM data is filtered by a time window, to remove
potential after-pulsing and noise. The random data at this point is possibly biased
and partly known by an adversary and needs to be post processed with a
randomness extraction algorithm to extract a uniformly distributed and
unpredictable random number string.
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The QRNG chip consists of an input waveguide designed for
end-face coupling of a cleaved single mode fiber in a
wavelength range around 800 nm. The light is guided through
a stage of two thermo-optical switches (TOSs) that are used to
attenuate the light in the main path to a single photon level.
These photons propagate through a multi-mode interference
coupler (MMI) with four outputs. In a 1x4 QRNG, these four
waveguides are connected to a 4-channel SPAD array. In the
1x16 QRNG, each output serves as the input for another 1x4
MMI, yielding in total of 16 output waveguides connected to a
16-channel SPAD array. By cascading further MMI stages, the
number of SPADS can be increased further, allowing for higher
bit rates. Here we report first work performed using the 1x4
QRNG module with bulk SPADS.

NIST Tests
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The NIST tests, a
standardized statistical
test suite for random
and
pseudorandom
numbers, were used to
confirm the sanity of
our procedure. All 15
tests passed with a pvalue
over
the
significance level of
0.01.

QCrypt 2020 • ONLINE CONFERENCE • 10-14 August 2020

