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Security of QKD

Theory vs practice

Theoretic Implementation

security security

|deal devices Real devices
No imperfections Imperfections

[ Theoretic security # Implementation security [”]

[1] H.-K. Lo, M. Curty and K. Tamaki, Nat. Photonics 8, 595-604 (2014);



Securing the detector

Well-known detector attacks:
Time-shift attack 7 |
Faked state attack* EVE
Phase-remapping attack™

»

>

==) Solution: MDI-QKD

Removes all assumptions on the detectors

Eliminates all detector side-channel attacks

. J

+ good performance
+ practical with current technology

[2] Y. Zhao et al., Phys. Rev. A 78, 042333 (2008); [3] |. Gerhardt et al., Nat. Commun. 2, 349 (2011); [4] L. Lydersen et al., Nat. Photonics 4, 686-

689 (2010); [5] F. Xu et al., New. J. Phys. 12, (2010); [6] H.-K. Lo et al., Phys. Rev. Lett. 108, 130501 (2012); .



Securing the source

The emitted pulses are usually ALICE

assumed to be perfect

Main source imperfections:

* State preparation flaws!" "

* Trojan horse attacks *°*%

* Spontaneous information leakage
* Pulse correlations

[10,13]

Final piece towards guaranteeing
implementation security

)

EVE

-

Kthe practical security of QKD

\
Incorporate source imperfections

in the security proofs to ensure

[7] T. Honjo et al., Opt. Lett. 29, 2797-2799 (2004); [8] Z. Tang et al., Phys. Rev. A 93, 042308 (2016); [9] K. Tamaki et al., Phys. Rev. A 90,
052314 (2014); [10] M. Pereira et al., npj Quantum Information 5, 62 (2019); [11] A. Vakhitov et al., J. Mod. Opt. 48, 2023 (2001); [12] M.
Lucamarini et al., Phys. Rev. X 5, 031030 (2015); [13] F. Xu et al., Phys. Rev. A 92, 032305 (2015);
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Pulse correlations

How?
Arise due to memory effects of practical modulation devices

Occur when the state of the emitted pulses depend on the previous

setting choices j, made by Alice

3t pulse 2th pulse 1% pulse
/\ ‘.l-‘{i',_;":ﬁ /\ ’ 1 7,{':”".: /\ ‘Qik_}- ‘ , BOB
|wj3|j2,j1> ij2|j1> |¢'J1>

==) Problem in practical high-speed QKD systems "***”

[14] K.-i. Yoshino et al., npj Quantum Information 4, 8 (2018); [15] F. Griinenfelder, et. al, preprint on arXiv:2007.15447 (2020);



Pulse correlations |l

It is believed that pulse correlations are negligibly small
But in high-speed QKD systems they cannot be ignored "**!

It is believed that pulse correlations are very hard to model mathematically
Previous works have considered only restricted scenarios >

m=) Qur work: Security framework to deal with arbitrary pulse correlations!”!

A Key point

4 N
Leaked information encoded in subsequent pulses is

regarded as a side-channel for each of the emitted pulses
\ y,

[14] K.-i. Yoshino et al., npj Quantum Information 4, 8 (2018); [15] F. Griinenfelder, et. al, preprint on arXiv:2007.15447 (2020); [16] A.
Mizutani et al., npj Quantum Information 5, 8 (2019); [17] M. Pereira et al., in press, preprint on arXiv:1908.08261 (2019);
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Security with correlated sources

Nearest neighbour pulse correlations

Three-state protocol
Alice chooses |1);) 5 with j € {0z,12,0x}, and
sends the pulse in the prepared state to Bob
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Alice prepares n ancilla systems A and n

pulses in the following state and sends
system B to Bob

|\IJ>AB — Z |j1>A1 |¢j1>Bl Z |j2>A2 |¢j2|j1>32 T Z |jn>An
J1 J2 In

C
C
C
Entanglement-based virtual protocol C
C
C
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Security with correlated sources

Entanglement-based virtual protocol

Bob obtains click events for some of the
received signals

Alice and Bob perform measurements on
their local systems to generate the raw data
for the experiment

Consider the complementary scenario!*®! to
estimate the phase error rate

[18] M. Koashi, New J. Phys. 11, 045018 (2009);
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Security with correlated sources

Estimating the phase error rate

ALICE
Estimate the probability of phase error by < 3
considering any attack on a particular g
detected pulse kth pulse 0, f/\ k-1 .
Security against coherent attacks: use Azuma’s!!®! [ %/\ K -
or Kato’s inequality 2% Post-selection technique 2! C
or Entropy accumulation theorem!22! \ k+1 .

If we can estimate the phase error
probability in this case, the security of
Kthe protocol follows

e A i Q

J

[19] K. Azuma, Tohoku Mathematical Journal 19, 357-367 (1967); [20] G. Kato, preprint on arXiv:2002.04357 (2020); [21] M. Christandl, R.

Konig and R. Renner, Phys. Rev. Lett. 102, 020504 (2009); [22] F. Dupuis, O. Fawzi and R. Renner, preprint on arXiv:1607.01796 (2016);
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ALICE BOB

Pulse with a side-channel g/

0z §>/\ k1 —————> V=0,

Nearest neighbour pulse correlations

Assume that Alice already measured her first k-1 ancillas P .

|]1)A1 |¢Ji> |]k l)Ak 1 |¢-7k l|-7k 2 B lek Ak Id}]kl]& 1 By, Z |]k+1 Ak_+_1 |¢Jk+l|]k Bk-«}-l. Z']n A, |¢] |.7 —l

Jk+1

Z |jk+1>Ak+1,--~ vAn,Bry2, ,Bn, |¢jk+1|jk>8k+1
The terms after ij+1 depend on the setting Jht1

j, and we can treat them as just a single state

) (1) ) e k) 5 5) Zm ) e 1056157 5 N30 A A B B

Side-channel information about the k*" pulse
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ALICE BOB

Pulse with a side-channel |l g

Nearest neighbour pulse correlations

. . . <«
AT PRS0 RN T WD S 0 U 0 O 1\ U U S S
Ik

|ji)Al Id’]i) IJk, 1>AJL . ijk ik 2 ZL}‘C A,\ |l7b]k|_]k 1> k|/\j‘=)Ak—|—1,--',An.,Bk.—H,---,Bn

Obtain the probability of a phase error by considering any attack on the systems
Agiq,-++ ,An,Bg,--- , B, wmm) Security with correlated pulses is guaranteed!

Protocol with pulse correlations

A protocol where Alice prepares the states {ijk|j;l)8k IAjk>Ak+l,_'_ Au.Bisyi By ik€{02,12,0x}
for any pulse k and sends systems Ax+1,--- ,An, B, -+, B, toBob
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Modelling pulse correlations

Nearest neighbour pulse correlations

|12)

. . . 0
Particular device model for pulse correlations L \

0. .
|¢jk|jk_1>}31c =V1—€lgj)p t+e J’“”’“‘l\@|¢ﬁ>3k

’
a
’
4
’
’
’
’
’ A
’
4

L

4

Idealised state Angle associated with V1 — €

More generally,

€ could also

. Ny - depend on j|j..
Recall: The states |¢Jk|3;1>3k [Ajk) Aoy Ay Bioy.. B, Can be expressed as p Jicljka

|¢Jk|j;‘_l>Bk Z |]k+l)Ak+la vAn,Br+2,* ,Bn |¢jk+l Ijk>Bk_+_1
Tk+1

= (1= 6)@si) a,,, o s By Brsso B, T V1= (L= 26505 )

Ak+1 i >A11:BkeBk+l eBn
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Modelling pulse correlations |l

Nearest ﬂeigh bour pUlse CcO rrelatiOﬂS Recall: Particular device model for‘g)ulse correlations
Vinlip_ )y = V1—€ldj)p, +e Fvelds)

By,

|¢jk|jL=1>Bk |Ajk>Ak*l,... An,Bks1,,Bn

t (1 o 6)|¢jk)4‘4k-}-l,“' ,AneBkeBk-{'-l:“' aBn + Jl - (1 N 6)2 |¢‘}Lk|];‘—1>

Ak+l y i ’Aﬂka=Bk+19"' 9Bﬂ

Qubit state .
Alice’s systems
|¢jk)3k E , |.7k+1)‘4k+1=‘_, An.Brig. By |¢jk+l>Bk+1 FICtItIOUS|yI consider an
Tkt attack on Ak+1,*** , An

By simplifying the notation, we can express the state of the k" pulse as
X

i)y = A= 1) g +v1— (1 — o2 6 )

B

*Model compatible with our previous work that incorporates other main source imperfections

[10] M. Pereira, M. Curty and K. Tamaki, npj Quantum Information 5, 62 (2019); 13



Arbitrarily long range pulse correlations

¢ The analysis also applies to arbitrarily long range pulse correlations

[17]

The k" pulse may depend on all the previous setting choices

Even in the case of long range pulse correlations it is straightforward to
obtain a state similar to [¥j.15, ), = 1 =€) [¢5) 5 + V1 - (1 =¢85, .

(

.

A Key point
~\

The framework is valid for arbitrarily

long range pulse correlations
J

[17] M. Pereira, G. Kato, A. Mizutani, M. Curty and K. Tamaki, in press, preprint on arXiv 1908.08261 (2019);,



Security with correlated sources ||

Recall: In the presence of pulse correlations the emitted states are

Wiy ), = A=) g +v1—(L— o2 |6k )

B

Pulse correlations can be regarded as a side-channel

Simply use existing security proofs that deal with side-channels
- Require a full characterisation of side-channel state
- Have a poor performance

m=) Solution: Reference Technigue'"”

[17] M. Pereira, G. Kato, A. Mizutani, M. Curty and K. Tamaki, in press, preprint on arXiv 1908.08261 (2019); e



Reference technique

similar

y |

Easy to
accomplish

Estimate phase Estimate phase
error rate or error rate or
min-entropy R o e

Use reference states as intermediate parameters to
estimate the quantities required for the security proof A Key point

[ Framework for security proofs to deal with any device imperfections ]
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similar

Choosing the reference states

* Select reference states that are similar to the actual states

* Convenient to select reference states that are in a qubit space
Use directly the loss-tolerant protocol

Example: Three-state protocol with nearest neighbour pulse correlations
Recall: Each pulse emission from a correlated source can be expressed as

|¢jk|jk—1>3 = (1 - 6) |¢jk>B + \/1 - (1 - 6)2 |¢3‘I;|jk_1>B

Reference states

for jr € {0z,1z,0x}

[9] K. Tamaki, M. Curty, G. Kato, H.-K. Lo and K. Azuma, Phys. Rev. A 90, 052314 (2014); r



similar

Choosing the reference states Il

[$02)5 =102) 5 _
5 5 State preparation flaws
P1,) g = — sin(ﬁ) 0z) 5 + 608(5) 112z)p Deviation of the phase
5 p modulation from the
box ) = cos(g + Z) 02) ; + sin(% + Z) 112) 5 intended value

!

|¢jk|jk—1>B = (1 - 6) |¢jk>B + \/1 - (1 - 6)2 |¢j;|jk_1>3

Reference states

for ]k € {0271Z90X}

18



similar

Obtaining the reference formula
Aim: expression for P(ph | Ref)

By directly employing the loss-tolerant protocol” we find that

Coefficients

pthef y Ref Conditional probabilities
§ : 7,8

PZA PZB .77,8 associated with the reference states

7,8

This derivation is purely mathematical
* P(ph|Ref) cannot be used directly in the security proof

[9] K. Tamaki, M. Curty, G. Kato, H.-K. Lo and K. Azuma, Phys. Rev. A 90, 052314 (2014);
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Deviation evaluation 5 .

Aim: expression for P(ph | Act . .
p (phIAct)

Transform the expression for P(ph|Ref) into an expression for P(ph|Act)
by using the following bound

Bound used in the

Lo-Preskill’s analysis (23]

g" (YA, | (Al R)|) < YR < g¥ (YA, | (4] R))

h|Ref)
Recall: P(p a; RCf
PZAPZB Z 7,8

P(ph[Act) P(j, B|Act) P(j, B|Act)
QL( B, P, | (A | Bvin))l | < Z aj g g¥ P, Px, | (A5 R | + Z aj g g~ P Py, | (A;| R;)]

jaﬁla.‘i:ﬁ‘}O j..,BIGj‘ﬁ{O

Solve for P(ph|Act)!

[23] H.-K. Lo and J. Preskill, Quantum Inf. Comput. 7, 431-458 (2007); -



Employing the reference technique

Recall: The emitted states can be expressed as

[Dinlin-1)p = (1 =€) |50 g + V1= (1= 185:15,_,)

Reference technique

Estimate phase

The GLLP type security

proofs [23, 24] and the er.ror rate or

GLT protocol [10] can be min-entropy

regarded as a special case

of the reference technique R > YZ[l — h(eph) — fh(ebit)]

To prove the security we only require No characterisation is needed for the
an upper bound on the coefficient € side-channel states!

[23] H.-K. Lo and J. Preskill, Quantum Inf. Comput. 7, 431-458 (2007); [24] D. Gottsman, H.-K. Lo, N. Litkenhaus and J. Preskill, Quantum Inf.

Comput. 4, 325-360 (2004); [10] M. Pereira, M. Curty and K. Tamaki, npj Quantum Information 5, 62 (2019); -



QKD with correlated sources

Using the reference technique with pulse correlations

-

As the deviation between
the actual and the reference
states increases the secret

\key rate decreases y
When € is small enough, one
can consider very long pulse
correlations while ensuring

\the security of QKD p

Recall: The emitted states can be expressed as

Winlie-)p = L = )P g + V1= (1= 21515 1) 5

6 =0.063

Correlation range
—i=1
——i=2
—-—-i=10 |

€i) = 0

|
I
I
|
|
|

10 20 30 40 50 60
Attenuation (dB) 29



Conclusion

** We have introduced a simple formalism to deal with pulse correlations —
the final piece for securing the source

We have demonstrated that the state of an emitted pulse in the presence
of correlations has the form [¢;, 1 1>B =(1—€)l|¢j)g+V1—(1L—¢

qDJI»|J;\ 1>B

Our formalism is compatible with a previous security proof'*”’ that already

incorporates state preparation flaws, Trojan horse attacks and spontaneous
leakage of information

[10] M. Pereira, M. Curty and K. Tamaki, npj Quantum Information 5, 62 (2019);
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Conclusion |

** We have proposed a new framework for security proofs that guarantees
high secret key rates in the presence of flawed, leaky and correlated
sources

By combining this work with an MDI-QKD type of protocol one can
guarantee the implementation security of QKD
Check out our latest work! 12!

The next step is to adapt our analysis to the decoy-state method and
consider pulse correlations in the intensity modulator

[25] A. Navarrete, M. Pereira, M. Curty and K. Tamaki, preprint on arXiv:2007.03364 (2020);

24



